
Watchdog

It takes around 100 days on average for an organization to 
discover a breach or be notified of it. Watchdog aims to 
 reduce this delay to a minimum, helping public authorities  
to take action and prevent hacking on their networks.

In practical terms, Watchdog uses a module connected to 
your IT infrastructure to monitor suspicious activity and report 
it to your IT security manager.

Cybercrime is not science fiction, but a real threat to public administrations. For smaller 
 organizations with up to 15 employees, such as municipalities, cybersecurity specialist 
 Hacknowledge offers a monitoring service for less than 10,000 francs.

Cybersurveillance for small organizations
An affordable first line of security

The advantages for you

 – Service developed specifically for a team of 15 employees 
and an IT infrastructure of 40 devices (IP)

 – 24/7 monitoring and automated reporting of security 
 incidents

 – Watchdog adapts to your existing IT infrastructure,  
so there’s no need for additional investment

 – 8 hours of professional service a year to answer your 
 questions and provide advice

 – Safety reports on request

 – Swiss solution: all data is stored in Switzerland, the 
 engineers work from Switzerland, no cross-border issues 
with confidential or personal data

 – Hacknowledge is ISO 27001-certified and GDPR-compliant

 – Vendor-neutral company: you are guaranteed to be 
 supported by an independent service provider

 – Additional services covering all aspects of cybersecurity 
are available: Security Operations Center (SOC), penetra-
tion testing, forensics and staff awareness
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How Watchdog works

The Watchdog monitoring service operates via a module 
 connected to your IT infrastructure. It monitors suspicious 
 activity and reports incidents. The module, developed  
and optimized by Hacknowledge, can be physical or virtual.  
It adapts to the environment of any organization. 

Services included in Watchdog

Watchdog comprises managed detection and response services (sandbox, honeypots, canaries, customer portal, dedicated 
 sensors) and threat intelligence (continuous updates (daily+), private and commercial feeds). Other cybersecurity services can  
be provided in addition by Hacknowledge, depending on your administration’s requirements.

Watchdog includes:

 –  Intrusion detection system (IDS): a device or software 
that detects malicious events in an IT ecosystem 

 – Honeypots: deliberate flaws in a system used as traps  
to attract hackers and track their activities 

 –  Vulnerability scanning: a program that searches  
for known vulnerabilities in an IT infrastructure


