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– Microphone: Please put your microphone on mute during the presentations.

– Video: Please switch your camera on so we can engage in lively discussion despite the virtual event 
format.

– Questions: Please submit your questions in the chat during the presentations or ask them directly in 
the Q&A session at the end.

– Recording: The webinar will be recorded and then made available to you afterwards.
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SWISS POST’S E-VOTING SYSTEM: CURRENT 
STATUS AND OUTLOOK
Xavier Monnat



Review and outlook

Previous e-voting system 
used in the cantons of 
Basel, Fribourg, 
Neuchâtel and Thurgau

Parallel development of the 

new system with universal 

verifiability

Development of the new system with universal 

verifiability in-house in Neuchâtel

2016 – 2019 2020 2021

Disclosure and 
intrusion test 
2019

Withdrawal of 
the previous 
system

Acquisition of rights to the system.
It is now being developed in-house in 
Neuchâtel.

Start of the gradual and ongoing 
disclosure process in January 2021

2022

Provision of the 

new system

Federal Chancellery: start of the 
consultation procedure on the 
new legal basis for the trial 
operation of e-voting

Federal Chancellery: redesign of the trial 

phase
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System disclosure
Community programme

 Swiss Post is gradually disclosing the beta version of its new system.

 When preparing the community programme, Swiss Post incorporated 
feedback from experts on the planned approach.

 Anyone who is interested can take part in this community programme. 

 A concise Code of Conduct governs the conditions of participation.

 No registration is required.

 Full information can be found at www.swisspost.ch/e-voting-
community.

The aim is to make it as easy as possible for independent 

experts to access and analyse the system, so that they can test 

it and report any vulnerabilities to us.
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http://www.swisspost.ch/e-voting-community


 The cryptographic protocol, the 
cryptographic primitives and the 
specifications have already been published. 

 Swiss Post is publishing all reports that it 
receives on GitLab.

 It is in contact with the experts who have 
submitted reports.

 Around 20 reports have been received since 
the start of disclosure.

 Community research programme 
(BugBounty).

The community programme is up and running. Swiss 

Post has made various improvements based on the 

reports received.

System disclosure
Current status
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What happens next?

 The beta version of the e-voting system will be completely 

disclosed in a few months. 

 The permanent public bug bounty programme for e-voting 

is also being launched.

 Swiss Post is set to carry out an intrusion test in the 

autumn.

 The scope of the community research programme will 

gradually be expanded.

 Our aim is to make the system available for use in the 

cantons during the course of 2022.
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SECURITY BY DESIGN AND 
PUBLIC SCRUTINY
Olivier Esseiva & Hadrien Renold



 Security by design

 How do we define a “secure” e-voting system?

 How do we make sure that the code matches the design?

 Public Scrutiny in practice

 Current experiences in our public GitLab Repository

 Open-Source crypto-primitives
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Hierarchy of artefacts

Specification
Crypto-primitives

Source Code 
Crypto-primitives

OEV – Federal Chancellery’s Ordinance on Electronic Voting: Precise trust model and security objectives

Specification

Source Code evoting

Proofs (Verifiability & Privacy) – Computational and Symbolic

Specification Verifier

Source Code Verifier

https://sharepoint.sp.swisspost.com/sites/Vote_Electronique/ServiceEVoting/Freigegebene%20Dokumente/Leistungserbringung/Produkt/Spezifikation/Protocol_spec/Archiv/EVoting_Protocol%20Specifications.docx?web=1
https://gitit.post.ch/projects/EVOTING
https://sharepoint.sp.swisspost.com/sites/Vote_Electronique/ServiceEVoting/Freigegebene%20Dokumente/Leistungserbringung/Produkt/Spezifikation/Proofs/cryptographic/Archiv/crypto_proof_SP.pdf
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Crypto primitives software development process
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Design principles

 Auditability

 Easy mapping between specification and code

 Defence in depth

 Misuse-resistant

 Consistency

 Maintainability

 Immutability
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Coding conventions
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Testing best practices

Types of tests:

 Unit tests

 Property based tests

 Hand computed values

 Independent implementation test data 
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Algorithm implementation
Example
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PUBLIC SCRUTINY IN PRACTICE
Olivier Esseiva



Public scrutiny

 Swiss Post is publishing all reports received on GitLab.

 It is in contact with the experts who have submitted reports.

Reports received

18 reports have been received since the start of disclosure. 

 1 high-priority finding

 1 medium-priority finding

 13 improvements

 2 comments

 1 question
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Hierarchy of artefacts

Specification
Crypto-primitives

Source Code 
Crypto-primitives

OEV – Federal Chancellery’s Ordinance on Electronic Voting: Precise trust model and security objectives

Specification

Source Code evoting

Proofs (Verifiability & Privacy) – Computational and Symbolic

Specification Verifier

Source Code Verifier

https://sharepoint.sp.swisspost.com/sites/Vote_Electronique/ServiceEVoting/Freigegebene%20Dokumente/Leistungserbringung/Produkt/Spezifikation/Protocol_spec/Archiv/EVoting_Protocol%20Specifications.docx?web=1
https://gitit.post.ch/projects/EVOTING
https://sharepoint.sp.swisspost.com/sites/Vote_Electronique/ServiceEVoting/Freigegebene%20Dokumente/Leistungserbringung/Produkt/Spezifikation/Proofs/cryptographic/Archiv/crypto_proof_SP.pdf
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Gitlab issues

#2 Issue by Thomas Haines

https://gitlab.com/swisspost-evoting/documentation/-/issues/2
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Summary

We are developing our e-voting system at 

the IT center in Neuchâtel, adopting an 

iterative approach and working with 

external specialists.

We have opted for permanent disclosure 
with a bug bounty programme and annual 
intrusion tests.

We started the gradual disclosure of a beta 
version of the system in January 2021, with 
the aim of identifying vulnerabilities and to 
continually improving the system.

Parts of the system will be open source.

The development of the system is based on 
Security by Design in cryptography and 
software engineering.

As part of the community programme, we 
engage in direct dialogue with the experts 
who submit reports.
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THANK YOU!
www.swisspost.ch/e-voting-community 

http://www.swisspost.ch/e-voting-community

