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ORGANIZATION

— Microphone: Please put your microphone on mute during the presentations.

— Video: Please switch your camera on so we can engage in lively discussion despite the virtual event
format.

— Questions: Please submit your questions in the chat during the presentations or ask them directly in
the Q&A session at the end.

— Recording: The webinar will be recorded and then made available to you afterwards.

Swiss Post | 10.06.2021 | V1.00 | public | Security by design in Swiss Post's new e-voting system



SWISS POST’S E-VOTING SYSTEM: CURRENT
STATUS AND OUTLOOK
Xavier Monnat



Review and outlook

: At Acquisition of rights to the system. Start of the gradual and ongoing
PreV"?US e-voting system It is now being developed in-house in disclosure process in January 2021
used in the cantons of Nelehaiel
Basel, Fribourg,

Neuchatel and Thurgau

Parallel development of the
new system with universal

verifiability
Development of the new system with universal Provision of the
verifiability in-house in Neuchatel new system
Disclosure and Withdrawal of
intrusion test the previous
2019 system
_ . . Federal Chancellery: start of the
Federal Chancellery: redesign of the trial consultation procedure on the
phase new legal basis for the trial

operation of e-voting
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System disclosure
Community programme

— Swiss Post is gradually disclosing the beta version of its new system.

— When preparing the community programme, Swiss Post incorporated
feedback from experts on the planned approach.

— Anyone who is interested can take part in this community programme.
— A concise Code of Conduct governs the conditions of participation.
— No registration is required.

— Full information can be found at www.swisspost.ch/e-voting-
community.

The aim is to make it as easy as possible for independent

experts to access and analyse the system, so that they can test
it and report any vulnerabilities to us.
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http://www.swisspost.ch/e-voting-community

System disclosure
Current status

— The cryptographic protocol, the ST i

SpeCIfl Catl OﬂS have a | ready been p u b I IShed . Description of the mathematical foundations Cryptographic and symbolic analysis

— Swiss Post is publishing all reports that it

. : Specification Specification ificati
receives on GitlLab. ® ® Specification
D 4 A 4 A 4
Source code . Source code Source code

— Itis in contact with the experts who have

Su b m |tte d re p @) rtS . E-voting Crypto-primitives Verifier
Electronic voting application Library for cryptographic algorithms Vote verification application
— Around 20 reports have been received since
the start of disclosure. | § . .
E-voting capability Verification capability
— Community research programme
(B u g B ou nty> . Swiss Post e-voting system

The community programme is up and running. Swiss

Post has made various improvements based on the
reports received.
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What happens next?

— The beta version of the e-voting system will be completely
disclosed in a few months.

— The permanent public bug bounty programme for e-voting
Is also being launched.

— Swiss Post is set to carry out an intrusion test in the
autumn.

— The scope of the community research programme will
gradually be expanded.

— Qur aim is to make the system available for use in the
cantons during the course of 2022.
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SECURITY BY DESIGN AND
PUBLIC SCRUTINY
Olivier Esseiva & Hadrien Renolad



Agenda

— Security by design

— How do we define a “secure” e-voting system?

— How do we make sure that the code matches the design?
— Public Scrutiny in practice

— Current experiences in our public GitLab Repository

— Open-Source crypto-primitives
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SECURITY BY DESIGN
Olivier Esseiva & Hadrien Renolad



Hierarchy of artefacts

‘_|
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https://sharepoint.sp.swisspost.com/sites/Vote_Electronique/ServiceEVoting/Freigegebene%20Dokumente/Leistungserbringung/Produkt/Spezifikation/Protocol_spec/Archiv/EVoting_Protocol%20Specifications.docx?web=1
https://gitit.post.ch/projects/EVOTING
https://sharepoint.sp.swisspost.com/sites/Vote_Electronique/ServiceEVoting/Freigegebene%20Dokumente/Leistungserbringung/Produkt/Spezifikation/Proofs/cryptographic/Archiv/crypto_proof_SP.pdf

Crypto primitives software development process

Specification
definition

Specification
improvements
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Algorithm and
automated tests
implementation

y

Code review

Code integration

Design principles

Coding conventions

Testing best
practices




Design principles

— Auditability

— Easy mapping between specification and code
— Defence in depth

— Misuse-resistant

— Consistency

— Maintainability

— Immutability
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Coding conventions

Specification
definition

Specification review

Algorithm and
automated tests

Specification implementation

improvements

Code review

Testing best
practices

Code integration
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Design decisions
Argument checking using Guava Preconditions

Pseudo-c

ode implementation conventions

m

Created by 0

&

This page documents the conventions when implementing pseudo-code algorithms from the specification.

Method names

Method parameter names
Domain checks

One pseudo code operation, one code operation
Strive for immutability

Minimize getters

Favor streaming over for-looping
Unit tests

Mathematical variables names
Javadoc preconditions
Consistent precondition checks
Instance versus static methods
Test Data

Static imports

Mocking Accessors

Method names

Method names should mirror the pseudo-code algorithm name.

Method parameter names

Parameter names should follow Java best practices for naming conventions. When possible try to synthesize the name given in the pseudo-code in a
parameter name. Additionally, the Java doc should associate the Java parameter name with the variable name used in the pseudo code.

For example, in the genRandomIntegerWithinBounds method, the lower bound argument is named lowerBound and the docstring is @param
lowerBound a, inclusive. where a is the name used in the pseudo-code.

out

ass
en
ion
s a
ra’s



Testing best practices
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Types of tests:

Unit tests
Property based tests
Hand computed values

Independent implementation test data



Algorithm implementation
Example

Cryptographic Primitives of the Swiss Post Voting System (€) 2021 Swiss Post Ltd. . . - . .
Pseudo-code Specification Version 0.9.4 " L“.:’T’ T e, B e
R
ki tasitia o 5
Algorithm 5.11 GetShuffleArgument: compute a cryptographic argument for the validity .
#ieaa
of the shuffle s
Context:

Group modulus p £ |E|

Group cardinality g EE sLp=2g+1

Group generator g ©

A multi-recipient public key pk £ dEl

A commitment key ck = (h.gy...., g € [Gq‘\{l:g}ﬂ”

Input: Fisaa -
1:"1'}u: statement composed of e e

- The incoming list of ciphertexts e |m ~ Fisaa

- The shuffled and re-encrypted list of ciphertexts &t e |E N AP T e ki

The witness composed of sina

- permutation w £ Epy Feaa

- randomness § € ' !

The number of rows to use for ciphertext matrices m < iz

The number of colu:nns to use for ciphertext matrices nIliC,T\TlFrI - s ,
Ensure: Vi € [0, V) : O] = GerCipherextProduct|GetCipherext( I, p;, pk), Crpqy)

Ensure: N = mn

e e

eI U5 AP B E it
Operation:

I: r + GenRandomVector(q,m) t> See algorithm
1A Transpose{ToMatrix[{rr(t']}:."_ol ,m.n)) b Create a n X m matrix
o + GatCommitmentMatriz A, r, ck) & See algorithm
1 + BywArray Tolnteger( RecursiveHash (p. g, pk, ck. &, (7, e4))
5+ GenRandomVactor|g, m)

b (=)t

1 B+ Transpose( ToMartrix(b. m. n))

1 e + GerCommitmentMartrix 5, =, ck)

: y + ByreArrayTolnteger{ RecursiveHash({cg, p g, pk, ek, C. €' 4 )) I

: z ¢+ ByteArrayTolnteger(RecursiveHash(” 1", c . p, q. pk. ck, ', €' e ) Firaa syial] waar, - caaras
i Both € and €' are passed in the vector forms here

11: Zneg + Transpose{ToMatrix({—z}¥ ,,m.n)) & Vector of length N, with all values being g — =

12: e—; + GerCommitmentMartrix{Zneg, 0, ck) > A vector of length m, with all 0 values

13 ep +— ‘-'3'1,‘:]'3 . i+ Entry-wise product

14: D+ yA+ B

15 te—yr+s

[LISEHErE " A BT T I T T XD, M, & e

ER AR AR

i
#iran

16 b TIV Yyi 42t — =) i1 moepietasas
17 pSIa'r];[r;\egr(ia {c”c_z‘Jb) fisaa lrhw.ue-.a.:ui
18: pWitness + (D + Zneg. t)
19: productArgument + GetProductArgument(pStatement, pWitness) I See algorithm S .
- . N1 BN BT B T, B
200 pe—qg—(F-b) & Standard inner product ;' " pibs
21 Fe ! Firat aned] e, - raaraans
22:  + GerCiphertextVectorExponentiation(, ) 1> See algorithm
23: mStatement + (ToMatre(C,m, n), C,ep) & See algorithm
24: mWitness + (B, s, p)
25: multiExponentiationArgument +— GetMultiExponentiationArgument| mStatement, mWWitness) > See

algorithm (5.

FEAD DAL - DAL T Bk S e BT P TET T LR, S]]

Output:
shuffleArgument (ca.cp, productArgument, multiExponentiationArgument) £ ® AR S
& See algorithm [F18 and algorithm for their respective domains

$5233 Bte]] aHIR - RRIRE asaaarg
raara
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Algorithm implementation

Example

Algorithm 5.11 GetShuffleArgument: compute a cryptog

of the shuffle

Context:

Group modulus p £ [F

Group cardinality g E@S.t. p=2g+1

Group penerator g €

A multi-recipient public ley pk £ :dEl

A commitment key ck = (h,g1....,qz) € (Gg\, {1.g} !
Input:

The statement composed of

- The incoming list of ciphertexts Ce |m N

- The shuffed and re-encrypted list of ciphertexts 7 € |m

The witness composed of

- permutation w £ Xy

- randomness g ¢ '

The number of rows to use for ciphertext matrices m <

The number of columns to use for ciphertext matrices n €
Ensure: ¥i < [0, N} : {f"; = GerCipherextProduct| GetCipherext(1, g, pk)
Ensure: N = mn
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SE*

* of the shuffle. The statement and witness must comply with the following:

* <Lixb

* <Li>th the same size</Lli>

* <li>the ient 's ciphertexts group and the witness's randomness group must be of the same order</li>

* <Lirre-encrypting and shuffling the statement ciphertexts C with the witness randomness and permutation must give the
* ciphert C'<,

* <Li>the N of all inputs must satisfy N =m * n</Li>

* o<Sul>

* @param fleStatement} for the shu

param witn he {@link ShuffleWitness} for the shuf

Jparam | h ber of rows to use

dparam h imber of columns to use for ciphertext matrices.

Breturn a {@link ShuffleArgument}.

*

ShuffleArgument getShuffleArgument(final ShuffleStatement statement, final ShufflelWitness witness, finmal int m, final int n) {



Algorithm implementation

Example

Algorithm 5.11 GetShuffleArgument: ompute a cryptog

of the shuffle

Context:

Group modulus p £ [F

Group cardinality g E@S.t. p=2g+1

Group penerator g €

A multi-recipient public ley pk £ :dEl

A commitment key ck = (h,g1....,qz) € (Gg\, {1.g} !
Input:

The statement composed of

- The incoming list of ciphertexts Ce |m N

- The shuffed and re-encrypted list of ciphertexts 7 € |m

The witness composed of

- permutation w £ Xy

- randomness g ¢ '

The number of rows to use for ciphertext matrices m <

The number of columns to use for ciphertext matrices n €
Ensure: ¥i < [0, N} : {f"; = GerCipherextProduct| GetCipherext(1, g, pk)
Ensure: N = mn
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SE*

* of the shuffle. The statement and witness must comply with the following:

* <Lixb

* <Li>th the same size</Lli>

* <li>the ient 's ciphertexts group and the witness's randomness group must be of the same order</li>

* <Lirre-encrypting and shuffling the statement ciphertexts C with the witness randomness and permutation must give the
* ciphert C'<,

* <Li>the N of all inputs must satisfy N =m * n</Li>

* o<Sul>
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param witn he {@link ShuffleWitness} for the shuf
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dparam h imber of columns to use for ciphertext matrices.

Breturn a {@link ShuffleArgument}.
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ShuffleArgumen & getShuffleArgument(final ShuffleStatement statement, final ShufflelWitness witness, finmal int m, final int n) {
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The statement composed of

- The incoming list of ciphertexts Ce |m N

- The shuffed and re-encrypted list of ciphertexts 7 € |m
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The number of rows to use for ciphertext matrices m <
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SE*

* of the shuffle. The statement and witness must comply with the following:

* <Lixb

* <Li>th the same size</Lli>

* <li>the ient 's ciphertexts group and the witness's randomness group must be of the same order</li>

* <Lirre-encrypting and shuffling the statement ciphertexts C with the witness randomness and permutation must give the
* ciphert C'<,

* <Li>the N of all inputs must satisfy N =m * n</Li>

* o<Sul>

* @param fleStatement} for the shu

param witn he {@link ShuffleWitness} for the shuf

Jparam | h ber of rows to use

dparam h imber of columns to use for ciphertext matrices.

Breturn a {@link ShuffleArgument}.

*

ShuffleArgument getShuffleArgument(final ShuffleStatement statement, {inal ShufflelWitness witness, finmal int m, final int n) {



Algorithm implementation

Example

Algorithm 5.11 GetShuffleArgument: compute a cryptog
of the shuffle

wontext:

Group modulus p £ [F

Group cardinality g E@S.t. p=2g+1

Group penerator g €

A multi-recipient public ley pk £ :dEl

A commitment key ck = (h,g1....,qz) € (Gg\, {1.g} !
Input:

The statement composed of

- The incoming list of ciphertexts Ce |m N

- The shuffed and re-encrypted list of ciphertexts 7 € |m

The witness composed of

- permutation w £ Xy

- randomness g ¢ '

The number of rows to use for ciphertext matrices m <

The number of columns to use for ciphertext matrices n €
Ensure: ¥i < [0, N} : 5‘; = GerCiphe rextProduct| GetCipherext(1, g, pk)

Ensure: W — mn
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* Computes a cryptographic argument for the validity of the shuffle. The statement and witness must comply with the following:

* cul>

* <lLir*be non null</Li>

* <Li>the statement and witness values must have the same size</Li>

* <lirthe statement's ciphertexts group and the witness's randomness group must be of the same order</Li>

* <lir*re-encrypting and shuffling the statement ciphertexts C with the witness randomness and permutation must give the state
* ciphertexts C'</Li>

* <lirthe size N of all inputs must satisfy N = m * n</Li>

* o<Sul>

@param statement the

{@link ShuffleStatement} for the shuffle argument.
* @param witness the {@link ShuffleWitness} for the shuffle argument.
* @param m the number of rows to use for ciphertext matrices. Strictly positive integer
* @param n the number of columns to use for ciphertext matrices. Strictly positive integer

=

@return a {@link ShuffleArgument}.

N

ShuffleArgument getShuffleArgument(final ShuffleStatement statement, final ShufflelWitness witness, finmal int m, final int n) {



Algorithm implementation
Example

Algorithm 5.11 GetShuffleArgument: compute a cryptog
of the shuffle

Context:

Group modulus p £ [F

Group cardinality g E@S.t. p=2g+1

Group penerator g €

A multi-recipient public ley pk £ :dEl

A commitment key ck = (h,g1....,qz) € (Gg\, {1.g} !
Input:

The statement composed of

- The incoming list of ciphertexts Ce |N

- The shuffled and re-encrypted list of ciphertexts C' ¢ |m N

The witness composed of

- permutation w £ Xy

- randomness ﬁéEEﬂ!d

The number of rows to use for ciphertext matrices m <

The number of columns to use for ciphertext matrices n €
Ensure: ¥i < [0, N} : _f; = GerCipherextProduct| GetCipherext(1, g, pk)
Ensure: N = mn
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checkNotNull(statement);
checkNotNull(witness);

checkArgument(m > @, "The number of rows for the ciphertext matrices must be strictly positive.");

checkArgument(n > @, "The number of columns for the ciphertext matrices must be strictly positive.");

final GroupVector<ElGamalMultiRecipientCiphertext, GqGroup?® ciphertextsC = statement.getCiphertexts();
final GroupVector<ElGamalMultiRecipientCiphertext, GqGroup> shuffledCiphertextsCPrime = statement.getShuffledCiphertexts();
final Permutation permutation = witness.getPermutation();

final GroupVector<ZqElement, ZgqGroup> randomness = witness.getRandomness();

// Cross dimensions checking.
checkArgument(ciphertextsC.size() == permutation.getSize(),

"The statement ciphertexts must have the same size as the permutation.™);

// Cross group checking.
checkArgument (ciphertextsC.getGroup().hasSameOrderAs(randomness.getGroup()),

"The randomness group must have the order of the ciphertexts group.");

// Ensure the statement corresponds to the witness.

final GgGroup gqGroup = ciphertextsC.getGroup();
final ZgqGroup zqGroup = randomness.getGroup();
final int N = permutation.getSize();

final int 1 = ciphertextsC.get(0).size();
checkArgument(1l <= publicKey.size(), "The ciphertexts must be smaller than the public key.");

final ElGamalMultiRecipientMessage ones = ElGamalMultiRecipientMessage.ones{gqGroup, 1);
final List<ElGamalMultiRecipientCiphertext> encryptedOnes = randomness.stream()
.map(rho -> getCiphertext(ones, rho, publicKey))
.collect(tolList());
final List<ElGamalMultiRecipientCiphertext> shuffledCiphertexts = permutation.stream()
.mapToObj(ciphertextsC::get)
.collect(tolList());

- - - . . - [ - . . - - - . e L) . PR [ — R RN



Algorithm implementation
Example

Algorithm 5.11 GetShuffleArgument: compute a cryptog
of the shuffle

Context:

Group modulus p £ [F

Group cardinality g E@S.t. p=2g+1

Group penerator g €

A multi-recipient public ley pk £ :dEl

A commitment key ck = (h,g1....,qz) € (Gg\, {1.g} !
Input:

The statement composed of

- The incoming list of ciphertexts Ce |N

- The shuffled and re-encrypted list of ciphertexts C' ¢ |m N

The witness composed of

- permutation w £ Xy

- randomness g ¢ '

The number of rows to use for ciphertext matrice: m <

The number of columns to use for ciphertext matr i Ses™w =l$|
Ensure: ¥i < [0, N} : _f; = GerCipherextProduct| GetCipherext(1, g, pk)
Ensure: N = mn
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checkNotNull(statement);
checkNotNull(witness);

checkArgument(m > @, "The number of rows for the ciphertext matrices must be strictly positive.");

checkArgument(n > @, "The number of columns for the ciphertext matrices must be strictly positive.");

final GroupVector<ElGamalMultiRecipientCiphertext, GqGroup?® ciphertextsC = statement.getCiphertexts();
final GroupVector<ElGamalMultiRecipientCiphertext, GqGroup> shuffledCiphertextsCPrime = statement.getShuffledCiphertexts();
final Permutation permutation = witness.getPermutation();

final GroupVector<ZqElement, ZgqGroup> randomness = witness.getRandomness();

// Cross dimensions checking.
checkArgument(ciphertextsC.size() == permutation.getSize(),

"The statement ciphertexts must have the same size as the permutation.™);

// Cross group checking.
checkArgument (ciphertextsC.getGroup().hasSameOrderAs(randomness.getGroup()),

"The randomness group must have the order of the ciphertexts group.");

// Ensure the statement corresponds to the witness.

final GgGroup gqGroup = ciphertextsC.getGroup();
final ZgqGroup zqGroup = randomness.getGroup();
final int N = permutation.getSize();

final int 1 = ciphertextsC.get(0).size();
checkArgument(1l <= publicKey.size(), "The ciphertexts must be smaller than the public key.");

final ElGamalMultiRecipientMessage ones = ElGamalMultiRecipientMessage.ones{gqGroup, 1);
final List<ElGamalMultiRecipientCiphertext> encryptedOnes = randomness.stream()
.map(rho -> getCiphertext(ones, rho, publicKey))
.collect(tolList());
final List<ElGamalMultiRecipientCiphertext> shuffledCiphertexts = permutation.stream()
.mapToObj(ciphertextsC::get)
.collect(tolList());
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Algorithm implementation
Example

Algorithm 5.11 GetShuffleArgument: compute a cryptog
of the shuffle

Context:

Group modulus p £ [F

Group cardinality g E@S.t. p=2g+1

Group penerator g €

A multi-recipient public ley pk £ :dEl

A commitment key ck = (h,g1....,qz) € (Gg\, {1.g} !
Input:

The statement composed of

- The incoming list of ciphertexts Ce |N

- The shuffled and re-encrypted list of ciphertexts C' ¢ |m N

The witness comnnsad of

- permutation T [—:'i‘,}

- randomness p o |

The number of rows to use for ciphertext matrices m <

The number of columns to use for ciphertext matrices n €
Ensure: ¥i < [0, N} : _f; = GerCipherextProduct| GetCipherext(1, g, pk)
Ensure: W — mn
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checkNotNull(statement);
checkNotNull(witness);

checkArgument(m > @, "The number of rows for the ciphertext matrices must be strictly positive.");

checkArgument(n > @, "The number of columns for the ciphertext matrices must be strictly positive.");

final GroupVector<ElGamalMultiRecipientCiphertext, GqGroup?® ciphertextsC = statement.getCiphertexts();
final GroupVector<ElGamalMultiRecipientCiphertext, GqGroup> shuffledCiphertextsCPrime = statement.getShuffledCiphertexts();
final Permutation permutation = witness.getPermutation();

final GroupVector<ZqElement, ZgqGroup> randomness = witness.getRandomness();

// Cross dimensions checking.
checkArgument(ciphertextsC.size() == permutation.getSize(),

"The statement ciphertexts must have the same size as the permutation.™);

// Cross group checking.
checkArgument (ciphertextsC.getGroup().hasSameOrderAs(randomness.getGroup()),

"The randomness group must have the order of the ciphertexts group.");

// Ensure the statement corresponds to the witness.

final GgGroup gqGroup = ciphertextsC.getGroup();
final ZgqGroup zqGroup = randomness.getGroup();
final int N = permutation.getSize();

final int 1 = ciphertextsC.get(0).size();
checkArgument(1l <= publicKey.size(), "The ciphertexts must be smaller than the public key.");

final ElGamalMultiRecipientMessage ones = ElGamalMultiRecipientMessage.ones{gqGroup, 1);
final List<ElGamalMultiRecipientCiphertext> encryptedOnes = randomness.stream()
.map(rho -> getCiphertext(ones, rho, publicKey))
.collect(tolList());
final List<ElGamalMultiRecipientCiphertext> shuffledCiphertexts = permutation.stream()
.mapToObj(ciphertextsC::get)
.collect(tolList());
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AN

Algorithm implementation
Example

/7 Algorithm operations.

final BigInteger p = gqGroup.getP();

final BigInteger q = gqGroup.getQ();

// Compute vector r, matrix A and vector c_A

final GroupVector<ZqElement, ZqGroup®> r = randomService.genRandomVector(g, m);
final GroupVector<ZqElement, ZqGroup> permutationVector = permutation.stream()

.mapToObj(BigInteger: :valueOf)
r +— GenRandomVector| g, m)

A+ Transpnse{TnMatrix[{rr(z']}:f"_n‘ Ji,m)) [ Create an X m o
o4 + GerCommitmenthMatrixg A, r, ck)

r +— ByweArray Tolnteger( RecursiveHash(p, g, pk, ck. C,C" cq 1)

s + GenRandomVector{g, m) final GroupVector<GgElement, GqGroup®> cA = getCommitmentMatrix(matrixA, r, commitmentKey);

.map(value -> ZgqElement.create(value, zgGroup))
.collect(toGroupVector());

final GroupMatrix<ZqElement, ZqGroup> matrixA = permutationVector.toMatrix(m, n).transpose();

// Compute x.

final byte[] xHash = hashService.recursiveHash(
HashableBigInteger.from(p),
HashableBigInteger.from(qg),
publicKey,
commitmentKey,
ciphertextsC,
shuffledCiphertextsCPrime,
ch
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Algorithm implementation
Example

// Algorithm operations.

final BigInteger p = gqGroup.getP();
final BigInteger q = gqGroup.getQ();

// Compute vector r, matrix A and vector c A
_—

IFinal GroupVector<ZqElement, ZqGroup> r = randomService.genRandomVector(qg, m);l
—

final GroupVector<ZqElement, ZqGroup> permutationVector = permutation.stream()

.mapToObj(BigInteger: :valueOf)

r + GenRandomVector(g, m) (val - + te(val c )
T A & Transpose| |Dmatm[!rrf-zj}::‘ Slom,n)) b Create an x m o -maplvatue =2 sqElement.createlvatue, zqhroup
.collect(toGroupVector());

1
2
31 e + GerCommitmentMatrix| A, r, ck)
4
5

: 1 + BywmArray Tolnteger| RecursiveHash(p, g, pk.ck.é:ﬁ’.c,ﬂ‘l final GroupMatrix<ZqElement, ZqGroup> matrixA = permutationVector.toMatrix(m, n).transpose();

. 8+ GenRandom\ector(g. m) final GroupVector<GgElement, GqGroup®> cA = getCommitmentMatrix(matrixA, r, commitmentKey);

// Compute x.

final byte[] xHash = hashService.recursiveHash(
HashableBigInteger.from(p),
HashableBigInteger.from(qg),
publicKey,
commitmentKey,
ciphertextsC,
shuffledCiphertextsCPrime,
ch
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Algorithm implementation
Example

r + GenRandomVector(g, m)

zd— |ran5pcse-':_|nmatm[!:rrf-z - s TTT, 71 FCreatean Xxmmo

[ O I ]

T4 — |
1 +— BymweArray Tolnteger{ RecursiveHash(p, g, pk, k. &, %, e4 1)
s + GenRandomVector{g, m)
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// Algorithm operations.

final BigInteger p = gqGroup.getP();
final BigInteger q = gqGroup.getQ();

// Compute vector r, matrix A and vector c A
_—

IFinal GroupVector<ZqElement, ZqGroup> r = randomService.genRandomVector(qg, m);l
—

final GroupVector<ZqElement, ZqGroup> permutationVector = permutation.stream()
.mapToObj(BigInteger: :valueOf)
.map(value -> ZgqElement.create(value, zgGroup))
.collect(toGroupVector());

final GroupMatrix<ZgElement, ZgGroup> matrixA = permutationVector.toMatrix{m, n).transpose();

final GroupVector<GgElement, GqGroup®> cA = getCommitmentMatrix(matrixA, r, commitmentKey);

// Compute x.

final byte[] xHash = hashService.recursiveHash(
HashableBigInteger.from(p),
HashableBigInteger.from(qg),
publicKey,
commitmentKey,
ciphertextsC,
shuffledCiphertextsCPrime,
ch



Algorithm implementation
Example

r + GenRandomVector(g, m)

A |r;|n5pc:5-EE_ |nﬂatm[!wftﬁ !

BT L

s + GenRandomVector|g, T,
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// Algorithm operations.

final BigInteger p = gqGroup.getP();
final BigInteger q = gqGroup.getQ();

// Compute vector r, matrix A and vector c A
_—

IFinal GroupVector<ZqElement, ZqGroup> r = randomService.genRandomVector(qg, m);l
—

final GroupVector<ZqElement, ZqGroup> permutationVector = permutation.stream()
.mapToObj(BigInteger: :valueOf)
.map(value -> ZgqElement.create(value, zgGroup))
.collect(toGroupVector());

final GroupMatrix<ZgElement, ZgGroup> matrixA = permutationVector.toMatrix{m, n).transpose();

final GroupVector<GgElement, GqGroup®> cA = getCommitmentMatrix(matrixA, r, commitmentKey);

// Compute x.
ﬁinal byte[] xHash = hashService.r‘ecur‘SiveHas;h(\
HashableBigInteger.from(p),

HashableBigInteger.from(qg),
publicKey,

commitmentKey,
ciphertextsC,
shuffledCiphertextsCPrime,
ch

4 J




PUBLIC SCRUTINY IN PRACTICE
Olivier Esselva



Gitlab issues

Public scrutiny

— Swiss Post is publishing all reports received on GitLab.

— Itis in contact with the experts who have submitted reports.

Reports received

18 reports have been received since the start of disclosure.
— 1 high-priority finding
— 1 medium-priority finding
— 13 iImprovements
— 2 comments
— 1 question
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Hierarchy of artefacts
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https://sharepoint.sp.swisspost.com/sites/Vote_Electronique/ServiceEVoting/Freigegebene%20Dokumente/Leistungserbringung/Produkt/Spezifikation/Protocol_spec/Archiv/EVoting_Protocol%20Specifications.docx?web=1
https://gitit.post.ch/projects/EVOTING
https://sharepoint.sp.swisspost.com/sites/Vote_Electronique/ServiceEVoting/Freigegebene%20Dokumente/Leistungserbringung/Produkt/Spezifikation/Proofs/cryptographic/Archiv/crypto_proof_SP.pdf

Gitlab issues

Start voting key:

ti6v-kvtc-yiju-hhSh-pjsk

.

#2 Issue by Thomas Haines

Choice Return Code:

Please check that your
device displays the correct

tion 1:

QLIOYHES. 1225 choice return codes.
NO"7092 If you cannot see the correct
EM'PTY' 2812 codes or in case of doubt,

: lease contact the election
P

Question 2: authorities
YES: 9817 (OXX / XXX XX XX).
NO: 2111
EMPTY: 6745
|

6. Generate the Return Codes Mapping table CMtable:

- Compute hashes h1CCsq; +— H(1CCsq ;) and h1VCCig < H(1VCCig). Then derive the symmetric

encryption keys skccia i, skvcciq using the key derivation function KDF (see section b)‘

skccias  + KDFJh1CCigqf 16) Vie (1,..., n), ¥id € ID

p} SwissPost Dev @Swisspost-DEV - 4 weeks ago

Version 0.9.9 of the computational proof fixes the issue as described above:

Protocol of the Swiss Post Voting System Version 0.9.9
Computational Proof of Complete Verifiability and Privacy © 2021 Swiss Post Ltd.

- Derive the symmetric encryption keys skcciq i, skveeiq using the key derivation function KDF

(see section 6).

- Symmetrically encrypt the short Clotee=feturn Codes cciq with the Choice Return Code

skcciq; < KDF(1CCiai,16) Vi€ (1,....n), Vid € ID

encryption symmetric keys skceig and the short Vote Cast Return Code VCCiq with the Vote

Cast Return Code encryption symmetric key skvcceiq.

ctCCia; 4 Ence(CCiasiskecias) Vie (1,....n), VideID

ctVCCiq ¢ Ency(VCCig4;skveciq)

- Map the long Return Codes (long Choice Return Codes ICC and long Vote Cast Return Code

1VCCiq) to the encrypted short Return Codes (short Choice Return Codes ceiq and short Vote

Cast Return Code VCCiq)

CMtabIeid +— { |[H(ICCidyi), tCCid,i]};nzl N [H(lVCCid), ctVCCid] }

- Set the Return Codes Mapping table CMtable « {CMtablesa},;, ¢ 7p-

- Shuffle the table’s entries to avoid trivial correlation.
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skveeyg  + KDF(1VCCiq,16) Vid € ID

- Symmetrically encrypt the short Choice Return Codes ccig with the Choice Return Code
encryption symmetric keys skcejq and the short Vote Cast Return Code VCCiq with the Vote
Cast Return Code encryption symmetric key skvceigq.

ctCCyq; ¢ Encg(CCiqi;skeciai) Vie(1,..., n), Vid € ID
ctVCCiq < Encs(VCCiq; skveeiq)
- Map the long Return Codes (long Choice Return Codes 1CC and long Vote Cast Return Code

1VCCyq) to the encrypted short Return Codes (short Choice Return Codes ceiq and short Vote

Cast Return Code VCCiq)

CMtablesy « { {[H(1CC1a), ctCC1a]}"-, , [H(1VCC1a), ctVCCyq] }

Reporter


https://gitlab.com/swisspost-evoting/documentation/-/issues/2

Q&A SESSION



FEEDBACK



Summary

We are developing our e-voting system at
the IT center in Neuchatel, adopting an

iterative approach and working with
external specialists.

Parts of the system will be open source.

The development of the system is based on

Security by Design in cryptography and
software engineering.
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We started the gradual disclosure of a beta
version of the system in January 2021, with
the aim of identifying vulnerabilities and to
continually improving the system.

We have opted for permanent disclosure
with a bug bounty programme and annual
intrusion tests.

As part of the community programme, we

engage in direct dialogue with the experts
who submit reports.




THANK YOU!


http://www.swisspost.ch/e-voting-community

